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Σ-protocols

So far, we saw every language in NP has a zero knowledge proof.
A general view of this is Σ-protocols. Σ-protocols have a structure of
”commitment-challenge-response”.

- Such construction is as follows:

Prover(secret) Verifier

commitment
challenge

response
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Σ-protocols

Problem: Prover and verifier must be online at the same time. Because
the protocol requires interaction!
=> Solution: Make the protocols non-interactive.
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Non-Interactive Zero-Knowledge

Non-Interactive Zero-Knowledge
A zero-knowledge proof system where the proof is a single message from
the prover to the verifier.
It is important because interaction is expensive in practice.

Unfortunately, NIZK proofs are only possible for sufficiently easy
languages. (BPP languages)
-> The reason is that we can use the simulator to decide the language:

1 if x ∈ L, π = S(x) should be accepted by the verifier. (by ZK property)
2 if x /∈ L, π = S(x) should not be accepted by verifier. (by soundness)
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Non-Interactive Zero-Knowledge
CRS Model

Common Reference/Random String Model:

P V

0011011100...110

π
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Non-Interactive Zero-Knowledge
RO Model

Random Oracle Model:

P V

RO

π
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Fiat-Shamir Transform

Fiat-Shamir transform: From Σ-protocols to NIZK in RO Model
Recall Schnorr’s protocol (from Σ-protocols):

Prover(g, x, h = gx) Verifier(g, h)

check if gz = a · hc

a = gr

c (random)

z = r + cx

-> The idea is using a hash function (random oracle) H instead of
verifier’s challenge. So prover can computes it on its own.

⇒ c = H(g, h, a)

Elahe Sadeghi Zero Knowledge - Session 5 October 2020 9 / 42



.
.
.

.

.
.
.

.

.
.
.

.

.
.
.

.

.
.
.

.

.
.
.

.

.
.
.

.

.
.
.

.

.
.
.

.

.
.
.

.

Designated-Verifier NIZK
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NIZK in relaxed models

Designated-Verifier NIZK (DV-NIZK): As discussed earlier
Designated-Prover NIZK (DP-NIZK): As DV-NIZK, except that
instead of the verifier, the prover has a secret proving key kP that is
used to construct proofs.
NIZK in the Preprocessing model: As before, there is an initial
(trusted) setup phase that generates both a proving key kP and a
verification key kV.
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NIZK in Preprocessing Model

Elahe Sadeghi Zero Knowledge - Session 5 October 2020 13 / 42



.
.
.

.

.
.
.

.

.
.
.

.

.
.
.

.

.
.
.

.

.
.
.

.

.
.
.

.

.
.
.

.

.
.
.

.

.
.
.

.

NIZK in Preprocessing Model
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NIZK in relaxed models

∗ An important question is that whether we can construct a NIZK in
any of this models for all NP with standard assumption.
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NIZK in relaxed models

Several works study NIZKs with preprocessing but all either (1) only
consider specific algebraic languages rather than general NP, (2) are
not reusable or (3) require assumptions such as factoring from which
we already have standard NIZKs.
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NIZK in relaxed models

It was not until recently that Kim and Wu [eprint] in a breakthrough
result gave a novel construction of reusable DP-NIZKs for general NP
languages under the LWE assumption.

Elahe Sadeghi Zero Knowledge - Session 5 October 2020 17 / 42

https://eprint.iacr.org/2018/272.pdf


.
.
.

.

.
.
.

.

.
.
.

.

.
.
.

.

.
.
.

.

.
.
.

.

.
.
.

.

.
.
.

.

.
.
.

.

.
.
.

.

NIZKs in the Hidden Bits Model

We don’t have any actual construction for statistical NIZKs for NP in
CRS model.

⇒ One try: The Hidden-Bits Model
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The FLS Compiler
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Dual-Mode NIZKs

How to construct statistical NIZKs in CRS model? [eprint]
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Dual-Mode NIZKs

The idea of their work:
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Witness Indistinguishability

We don’t have any construction for statistical NIZKs for NP in the
standard model.

→ So we use a relaxed property: Witness Indistinguishability (WI)
WI is an extremely useful relaxation of ZK: The interaction does not
reveal which of the NP-witnesses for x ∈ L was used in the proof

− witness-indistinguishable: ∀w1,w2:

(P(w1),V∗)
c
≊ (P(w2),V∗)

− witness independent: ∀w1,w2:

(P(w1),V∗)
s
≊ (P(w2),V∗)
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Witness Indistinguishability

Recall NP-Relations:
L ∈ NP if ∃poly-time recognizable relation RL so that

x ∈ L ⇔ ∃w : (x,w) ∈ RL

Set of NP-witnesses for x ∈ L:

RL(x) = {w | (x,w) ∈ RL} = {w | V(x,w) = 1}

∗ L ∈ NP can have many different NP-relations RL.
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Witness Indistinguishability

Witness Indistinguishable
(P,V) is witness indistinguishable with respect to NP-relation RL if
∀PPTV∗, ∀x ∈ L, ∀w1,w2 ∈ RL(x):

(P(w1),V∗)(x)
c
≊ (P(w2),V∗)(x)

∗ Every ZKP is also WI.
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ZAP Arguments
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Thank you!
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