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Problem 1

Let {px}reqo,13+ be a pseudorandom permutation collection, where for k£ € {0,1}", py, is
a permutation over {0,1}™.

1. (10 Points) Consider the following encryption scheme (E, D) : Ex(z) = pr(x) ,
Dy (y) = p;.'(y). Prove that this scheme is not a CPA-secure encryption.

Solution:

We describe the distinguisher D such that it outputs the two messages my and
my such that mg # my, we know that a uniform bit b is chosen and ¢ < FEjx(m;) is
computed and given to D . Now D has oracle access to the function so D queries
it’s oracle O on m; and receives E(my).

D outputs 1 if E(my) = ¢ and 0 otherwise. This distinguisher always wins be-
cause if m, = my then ¢ will always be equal to Ex(m;) because the encryption
described is deterministic, more so if m; = mg then D will never output 1 because
Pk is a pseudorandom permutation and can’t map m; and mg to the same value.
So the advantage of this distinguisher is

Pr [outp (PrivKE(n,0)) = 1] — Pr[outp(PrivK5y(n, 1)) = 1]| = [0 - 1| =1

which is not negligible so we have proven this scheme is not CPA secure.

2. (10 Points) Consider the following scheme (£, D) that encrypts m/2-bit messages
in the following way: on input z € {0,1}"™/2, E}, chooses random r ¢ {0,1}™/?
and outputs py(x,r) (where comma denotes concatenation), on input y € {0,1}™,
Dy, computes (x,7) = p; '(y) and outputs z. Prove that (E, D) is a CPA-secure
encryption scheme.

Solution:

First we observe that if there was a random permutation like ¢ instead of p; then
the scheme described would be CPA-secure. The reason for this is to encrypt we
would just concat random numbers and so, any query that a distinguisher would
ask would give it no information since the permutation is completely random. So
any output from the distinguisher will have the chance of % of winning. That
means

Pr [DV(1")] = %

Now we imagine that a distinguisher such as D for the scheme in our question. We
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use reduction to show that if the scheme described is not CPA-secure then we can
construct a distinguisher D’ that can distinguish p; from a random permutation.
We build D’ such that it runs D and whenever D requests an encryption of m,
D' chooses a random string r € {0,1}™/? and queries it’s oracle O on (m,r) and
gives O(m,r) to D. When D outputs my and my, D’ chooses a random bit b and
chooses a random string » € {0,1}™/2 and returns it to D. At the end when D
makes a decision and outputs it, D’ outputs the same decision.

Now we have

kel{i‘)ﬂ}n [DP0(1") = 1] = Pr [PrivK$3(n) = 1]

And as we said before )
Pr [DY(1") =1] ==
c proany 1] - ]

k{0,1}n
So we have 1
Pr |PrivK?? -1l = 2| =
’ r [PrivKg}(n) = 1] 5
P pre)(1my = 1] — P D) (1ny = | ‘ < 1

And this gives us
1
Pr [PrivK3 7 (n) = 1] < 5T negl(n)

which shows that the scheme described is CPA-secure.

Problem 2

(25 Points) Suppose that {Fs : {0,1}* — {0,1}*|S € {0,1}*} is a pseudo-random
family of functions from k-bit input to k-bit output, indexed by k-bit key (”"seed”). We
would like to get a new pseudo-random function family in which each function maps
k bits to 2k bits. Consider the following construction, and for each show whether it is
good or bad (namely whether the specified family is pseudo-random or not).

1. Fg(z) = Fs(0")]|Fs(x)

Solution:

F{ is not a pseudorandom function. Consider the distinguisher Dy, that queries
it’s oracle O on any arbitrary x; and x5 such that x; # x5 and receives the values
y1 = O(x1) and yo = O(x3), and outputs 1 if the first k bits of y; and y, are equal
and 0 if they are not.

If © = F& then D; will always output 1 but if O = f where f is chosen uniformly
from the set of all functions mapping k-bit strings to 2k-bit strings, then the
probability that D; outputs 1 is equal to the probability that the first k& bits of
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f(z1) is equal to the first k& bits of f(x2) which happens with the probability of
27k so
|PrDSV(17) = 1] = PrDIO (1) = 1] = [1 - 27|

which is not negligible.
. Fi(x) = Fs()|| Fs(x)

Solution:

F? is not a pseudorandom function. Consider the distinguisher Dy, that queries
it’s oracle O on any arbitrary x and z and receives the values y;||ys = y = O(x)
where |y; = yo| and 21|22 = z = O(&) where |z1| = |22], and outputs 1 if z; = ys
and 2z = y; and 0 if it is not.

If O = FZ then D, will output 1 with the probability of 1, but if O = f where f
is chosen uniformly from the set of all functions mapping k-bit strings to 2k-bit
strings, then the probability that D, outputs 1 is equal to the probability that
y2|ly1 = f(Z) which happens with the probability of 2% so

| PrDyEY (17) = 1) = PrDIOam) = 1)) = |1 — 272

which is not negligible.

. F§(x) = Foe(@)|| Fs(x)

Solution:
F? is not a pseudorandom function. Consider the distinguisher D3, that queries
it’s oracle O on any arbitrary x and receives the values y = O(z). Now the dis-
tinguisher D3 independently calculates Fyr(x) = 2/, and outputs 1 if the first k
bits of y is equal to 2’, and 0 if it is not.
If O = F2 then D3 will output 1 with the probability of 1, but if O = f where f
is chosen uniformly from the set of all functions mapping k-bit strings to 2k-bit
strings, then the probability that D3 outputs 1 is equal to the probability that
the first k bits of f(x) are equal to 2’ which happens with the probability of 27,
SO

|PrDy0 (1) = 1] — PrDY (1) = 1) = |1 — 27

which is not negligible.

. Fi(z) = Fs,(x)||Fs,(x) ,where S; = Fg(0%) and Sy = Fg(1¥)
Solution:
Let us define Ry, Ry and R = (R,||R,) random functions such that R; : {0, 1}F —

{0,1}%, Ry : {0,1}* — {0,1}* and Rz : {0,1}* — {0,1}?*. We also define the
functions ¢1, go and g = (¢1]|g2) such that ¢ = Fs, , go = Fs, and g = (Fs,||Fs,)
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where S3 and Sy are chosen randomly from {0, 1}*.
We claim that F§ is a pseudorandom function. Suppose that it is not. Hence
there is a distinguisher A such that

| Pr[AT50(17) = 1] — Pr[A/O(1") = 1]] > negl(n)

where f is chosen uniformly from the set of all functions mapping k-bit strings
to 2k-bit strings.

Now we use A to build a distinguisher B for Fs. B works such that given the
oracle O, it choses the random i € {1,2,3} and outputs A%()(1") such that
fi = Fownl[Foary » f2 = g1l|O and f3 = O||Ry.

If O = F5 we will have

fi = (Frgom | Frgamy) = (Fs,||Fsy) = Fy

fo= (91l|Fs) = (Fs||Fs,) = (g1ll92) = g

because S like S, is chosen randomly from {0, 1}* and
fa = (Fs|[R2) = (Fg,||R2) = (g1]| R2)

because S like S3 is chosen randomly from {0, 1}*.
But if O is a random function we will have

fi = (FSSHFSG)
where S5 and Sg (like S5 and S;) are randomly chosen from {0, 1}*. So
fi= (Fsl|Fs,) = (91llg2) = g

f2 = (91]|O) = (g1]| Rs)
f3=(O||R2) = (R1[| R2) = R

Now we write the advantage of B as

%\ Pr[AFé(.)(1") = 1]—Pr[A9(-)(1”) — 1]+Pr[A9('>(1”) — 1]_Pr[A(g1HR2)(.)(1n> — 1]+

PrlAW IR0 (17) = 1]—Pr[ARO(1") = 1]| = %\ Pr[AT0(17) = 1]-Pr[ARO(1") = 1]| =

%| PHARO(1") = 1] - PrATO(1") = 1]| > %negl(n)

which means B has non negligible advantage which is not possible since B is a
distinguisher for Fig which was considered to be pseudorandom.



Problem 3

What is the output of an r-round Feistel network when the input is (Lo, Rp) in each of
the following two cases:

1. (10 Points) Each round function outputs all 0’s, regardless of the input.

Solution:
The structure of a Feistel network is as follows

Liy1 = R;
Riy1 =L ® F(R;, K;)
So if in each round the function outputs all 0’s we will have
Liy1=R;

Riv1 = L

This shows us that Ry and L just switch places in each round. So if r is even
the output of the Feistel network will be (Lo, Ro), and (Ry, Lo) if r is odd.

2. (10 Points) Each round function is the identity function.

Solution:
If each round’s function is the identity function we will have

(L1, Ry) = (Ro, Lo & F(Roy, Ko)) = (Ro, Lo ® Ry)

(LQ,RQ) - (Lo@Ro,Ro@F(Lo@Ro,Kl)) - (Lo@Ro,RQ@Lo@R(]) — (Lo@Ro,Lo)
(L, R3) = (Lo, Lo ® Ro © F(Lo, K3)) = (Lo, Lo © Ry ® Lo) = (Lo, Ro)

So the output repeats itself after 3 rounds which gives us the output (Lo, Ry) if r
mod 3 = 0, (Ro,Lo D R()) if r mod 3 =1 and (LO D R(),Lo) if » mod 3 = 2.



