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Problem 1
a) Suppose that a symmetric key encryption system has a message space M and a
cipher space C. We say this system has Shannon security if for all m0,m1 ∈ M and
c ∈ C we have: Pr(Enc(k,m0) = c) = Pr(Enc(k,m1) = c) ; the probability is taken over
a random k generated by the key generation algorithm and the randomness used by
the encryption algorithm. Does Shannon security imply perfect security? What about
the converse? If not, what extra condition should we put on M so that the converse
holds too?
b) There are 3 people in a room. Provide a method for sharing a message with them
such that any two of them together can reach the message but no one alone can reach
that.

Problem 2
a) Let M and K be arbitrary finite message and key spaces. Denote their sizes by |M |
and |K|, respectively. Show that there exists a symmetric key encryption system on
these spaces such that the advantage of any attacker could not be more than |M |

|k| − 1.
b) Suppose the message space is M = {0, 1}n and the key space is a subset of M

with size (1 − ϵ)2n with a uniform distribution . Suppose the key encryption system
is similar to the One Time Pad. Show that the advantage of any attacker can not be
more than ϵ

1−ϵ
, and also show for any j ∈ {1, 2, .., n} and ϵ = 1

2j
, there exists a key

space as explained above and an attacker such that the advantege would be ϵ
1−ϵ

.

Problem 3
Suppose the message space of a symmetric key encryption system is infinite (countable)
with a probability distribiution on it such that {m ∈ M : Pr(m) ̸= 0} is infinite. For
a real number ϵ ∈ [0, 1] we say that (Gen,Enc,Dec) is ϵ-secure if and only if for every
m ∈ M with Pr(m) ̸= 0 and every c ∈ C we have Pr(m)−Pr(m|c)

Pr(m)
≤ ϵ.

Suppose the key space be countable with a probability distribution on it. For which ϵ,s
there exists an ϵ-secure system on M?

٢ ‐


